
The General Data Protection 
Regulation (GDPR)
The IOSH approach

Keep our data safe – Be aware, think secure
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The EU General Data Protection Regulation 
(GDPR) comes into force on Friday 25 May 
2018.

This factsheet will help you to understand 
what GDPR is, how it affects IOSH and what 
you need to consider as a customer.

GDPR is an EU-wide regulation that will replace the 
current data protection laws in the UK. It has been 
designed to provide greater protection for personal data 
in today’s digital world. 

Getting GDPR wrong is not an option. These fines could 
bankrupt most businesses with fines for non-compliance 
or data breaches of up to €20m, or four per cent of 
global turnover – whichever is greater.

Brexit will not affect the commencement of the GDPR. 
The UK Government has made it clear that GDPR will 
become part of UK law from Friday 25 May, as it also 
applies to organisations who interact with citizens of other 
EU countries.

Why has it come about?
Changes in technological developments and globalisation 
have brought new challenges for the protection of 
personal data. 

The scale of data sharing and collecting has increased 
spectacularly. 

Most people think there are significant risks for the 
protection of individuals associated with online activity. 

However, data protection isn’t just about digital 
information, but all personal information, including that 
which is recorded or stored in paper copies.

What information does the GDPR affect?
GDPR applies to the handling and storing of any personal 
data that could be used directly or indirectly to identify a 
person. GDPR applies to both automated personal data 
and to manual filing systems.

What constitutes as data?
Personal data – any information which relates 
directly to an individual and can be linked 
directly to them. This includes a persons name, 
phone number, email address, photographs, 
genetic and economic data. This kind of data is 
the focus of GDPR and data protection.

Anonymous data – data which has been 
anonymised properly cannot be traced back 
to the original individuals in any way but 
can still be processed by organisations to 
conduct research. Fully anonymous data is not 
covered by GDPR as it contains no personal 
information to protect.

Pseudonymous data – data which has been 
properly pseudonymised can only be connected 
back to an individual using a specific ‘key’ or 
code. This can be an extra layer of security, but 
the data is still treated as Personal Data under 
GDPR because of the possibility of personal 
identification.

Like the existing Data Protection regulation, GDPR refers 
to ‘data controllers’ and ‘data processors’.

Who is a controller?
You are a controller if you decide how data is collected, 
managed, stored, used and/or deleted. You have a legal 
responsibility for the personal data you manage.

What is a processor?
You are a processor if you manage the data on behalf 
of controllers but do not determine its uses, purpose, 
collection or deletion. You are complying with (legal) 
instruction from the controllers.

How does it affect you?
GDPR details procedures that are required by law, so you 
need to comply with them. 

It is therefore essential to make sure that you – as a 
training provider, volunteer, contractor, or a supplier of 
goods or services relating to IOSH – are following best 
practice in terms of:
- how you gather information
- how securely you store information
- how you comply with reasonable requests for the 

information you hold
- how you can provide evidence of any of the above

Ensuring that you have clear policies and acceptable 
processes in place will give you a strong case against a 
hefty fine in the event of non-compliance or data breach.

What is GDPR?
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What are the changes to the Data Protection  
Act 1998? 
GDPR has focused on the large fines but, in practice, some 
of the most significant changes that will affect how we 
all work is in the additional rights afforded to individuals. 
These allow individuals to request access, corrections and 
removal of their personal information in ways that weren’t 
available before. These are expressed as rights.

Right to be informed

Right of access

Right to rectification

Right to erasure

Right to restriction of processing

Right to object

Right to data portability

Rights in relation to automated
decision making

The new regulation requires clearer evidence of consent 
from individuals and some methods of recording consent 
will no longer be valid. You must have a legal basis for 
processing an individuals data.

What are the six principles of GDPR? 
Lawfulness, fairness and transparency – this 
covers the primary areas of concern that data 
should be gathered and used in a way that is 
legal, fair and understandable. The public has the 
right to know what is being gathered and have 
this corrected or removed. 

Purpose limitation – organisations should only 
use data for a legitimate purpose specified at the 
time of collection. This data should not be shared 
with third parties without permission.

Data minimisation – the data collected by 
organisations should be limited only to what is 
required for the purpose stated. Organisations 
should not collect data en masse without purpose.

Accuracy – the personal data you hold should be 
accurate, kept up-to-date, and if it is no longer 
accurate, should be rectified or erased. 

Storage limitation – personal data should only 
be stored for as long as is necessary. Data can be 
archived securely and used for research purposes 
in the future. Where possible, the personally 
identifiable information should be removed to 
leave anonymous data. 

Integrity and confidentiality – personal data 
should be held in a safe and secure way that 
takes reasonable steps to ensure the security of 
this information and avoid accidental loss, misuse 
or destruction.

Definitions
Data subject – this is a term used to refer to an individual 
whose personal information is the data in question. 

Processing – this refers to the collection, storing and 
transferring of personal data. 

Profiling – this is something that is often done by larger 
organisations and involves automatic processing of 
personal information (often in large batches) to evaluate 
aspects of the individuals’ behaviour and make decisions 
or take actions. 

ICO – the Information Commissioner’s Office is the UK’s 
independent authority set up to uphold information rights 
in the public interest. In the Republic of Ireland, the Data 
Protection Commissioner holds a similar position. 

Data Controller – this is the person in an organisation 
that decides what data is collected, what it is used for  
and who it is shared with. 

Senior Information Rights Owner (SIRO) – this is 
usually a board-level role to oversee data policies. 

Data Protection Officer – this role is required in certain 
circumstances, such as public authorities and organisations 
dealing with sensitive data. 

Data Processor – this refers to anyone, sometimes a third-
party organisation or business (eg printing company), who 
processes data on the instruction of the Data Controller.

What is GDPR?



IOSH update

IOSH believes that privacy is a very important right for citizens and 
wishes to assure all the company’s customers that we are working 
hard on ensuring compliance on all areas of the business.

We want to highlight to our customers the measures we have put 
in place to ensure compliance with the GDPR where we hold or 
process data and to raise your awareness of the measures you need 
to comply with on our behalf.

Data subject rights

Under the GDPR there are significant 
enhancements to the rights that individuals have 
with regard their personal data. 

IOSH will work with customers for whom we 
hold or process personal data to determine how 
best to facilitate:
-   Handling data subject access requests and 

rectification of personal data
-  The application of retention periods and the 

secure erasure and destruction of personal data
-  Responding to data portability requests, 

providing it in a structured, commonly used 
and machine-readable format

Security and business continuity 
measures 

IOSH continually seeks to ensure the 
confidentiality, integrity and availability 
of the personal data we store or process. 
We maintain appropriate technical and 
organisational security measures to 
protect personal data against accidental 
or unlawful destruction or loss, alteration, 
unauthorised disclosure or access.

Customer contracts

GDPR requires that a data controller (IOSH) must appoint the processor 
(our customers) in the form of a binding written agreement, with the 
personal data processed (including the activities of any sub-processors) 
only on documented instructions from the controller or following the 
requirements of EU law or the national laws of Member States.

We will be reviewing our contracts with all our customers to ensure 
compliance. This will ensure that relevant wordings are in place to cover 
aspects such as the duration, nature and purpose of the processing, the 
types of data processed and the obligations and rights of the controller. 
It will also, where applicable, cover cross-border transfers and the use of 
any sub-processors.

Data Protection Officer and data controllers 
and processors

The IOSH Data Protection Officer (DPO) will 
take full responsibility for all matters relating 
to data protection and GDPR compliance. The 
DPO will ensure that we are accountable and 
transparent to the supervisory authorities, 
including the creation and maintenance of 
“Records of processing activities for controllers 
and processors” as per Article 30 of the GDPR. 

IOSH has created a template to help you to 
document your processing activities on behalf 
of IOSH. This will be issued to all relevant data 
processes.

Privacy statement

IOSH has updated its privacy statement to 
reflect the new rules. The purpose of this 
statement is to provide individuals with 
further information on the collection of 
data, how long it is retained, the purpose of 
the collection of data and how it is obtained 
(consent), plus the sharing of data with any 
third-parties or international transfers.

GDPR
25th may

Data breaches

Under the GDPR, we must notify any data breach to the controller without undue 
delay. IOSH therefore has processes and procedures in place to identify, review and 
promptly report data breaches to the relevant controller.

As a processor of IOSH’s data you would need to provide the controller with:
- A description of the nature of the breach
-  Contact details of the responsible data protection officer or any other 

contact person
- Details of the likely consequences of the data breach
-  Proposed and imposed measures that were taken to limit harmful effects

We would stress again that we have comprehensive technical and 
organisational security measures in place to mitigate against a data breach.
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What should you do to be GDPR-ready?
If you are just getting started with GDPR compliance in your 
organisation, here’s a quick to-do list to keep in mind.
-  Create a data privacy team to oversee GDPR activities 

and raise awareness
-  Review current security and privacy processes in place 

and where applicable, revise your contracts with third 
parties and customers to meet the requirements of the 
GDPR

-  Identify the Personally Identifiable Information  
(PII) and personal data that is being collected

-  Analyse how this information is being processed, 
stored, retained and deleted

- Assess the third parties with whom you disclose data
-  Establish procedures to respond to data subjects when 

they exercise their rights
- Establish and conduct Privacy Impact Assessment (PIA)
- Create processes for data breach notification activities
-  Continuous employee awareness is vital to ensure 

continual compliance to the GDPR

For more information about GDPR and how it can help 
you comply with the new regulations see the Information 
Commissioner’s Office website www.ico.org.uk

Right to be informed
Individuals should be informed of how their data is collected, stored 
and processed in a clear, accessible way

You should provide this in your Privacy Statements and by request

Right of access
Individuals can request access to a copy of their data in electronic 
form and details of how it is processed

You should provide this, for free, within one month

Right to rectification Individuals can request to have their data rectified if it is incorrect
You should provide this within one month, two if it is a particularly 
complex task

Right to erasure
Also known as ‘the right to be forgotten’, this permits individuals to 
request the deletion of their data

You must do this within one month, unless you have a strong, valid 
reason

Right to restrict
Individuals can request a halt on processing if they object to accuracy 
or purpose, but you can still hold the data until resolved

This should be an immediate, and often temporary, stop

Right to data portability
Allows individuals to obtain and reuse their data for their own 
purposes

You must provide the information in a structured, commonly used 
and machine-readable form. And you must be able to send this 
within one month.

Right to object
Individuals can, in certain cases, object to the processing of their 
data, eg in direct marketing

You should provide reasonable means to object and act on this 
within one month 

Rights in relation to 
automated decision making

Individuals can object to potentially damaging decisions being taken 
against them, based only on automated data processing

You should allow the individual to challenge and request human 
intervention

Other things to consider

Indiviuals rights
You should check your procedures to ensure they cover all the rights indivuals have, including how you would delete data and in a commonly used format.
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IOSH is the Chartered body for health and safety 
professionals. With over 47,000 members in more 
than 130 countries, we’re the world’s largest 
professional health and safety organisation.

We set standards, and support, develop and 
connect our members with resources, guidance, 
events and training. We’re the voice of the 
profession, and campaign on issues that affect 
millions of working people. 

IOSH was founded in 1945 and is a registered 
charity with international NGO status.

IOSH
The Grange
Highfield Drive
Wigston
Leicestershire
LE18 1NN
UK

t +44 (0)116 257 3100
www.iosh.com

 twitter.com/IOSH_tweets
 facebook.com/IOSHofficial
 tinyurl.com/IOSH-linkedin
 youtube.com/IOSHchannel

Institution of Occupational Safety and Health
Founded 1945
Incorporated by Royal Charter 2003
Registered charity in England and Wales No. 1096790
Registered charity in Scotland No. SC043254


